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14 The institution should, therefore, ensure 
that it has reasonable policies and proce-
dures in place, including trained personnel, 
to respond appropriately to customer inquir-
ies and requests for assistance. 

15 Currently, the FTC Web site for the ID 
Theft brochure and the FTC Hotline phone 
number are http://www.consumer.gov/idtheft 
and 1–877–IDTHEFT. The institution may 
also refer customers to any materials devel-
oped pursuant to section 151(b) of the FACT 

Act (educational materials developed by the 
FTC to teach the public how to prevent iden-
tity theft). 

identify which specific customers’ informa-
tion has been accessed. If the circumstances 
of the unauthorized access lead the institu-
tion to determine that misuse of the infor-
mation is reasonably possible, it should no-
tify all customers in the group. 

B. Content of Customer Notice 

1. Customer notice should be given in a 
clear and conspicuous manner. The notice 
should describe the incident in general terms 
and the type of customer information that 
was the subject of unauthorized access or 
use. It also should generally describe what 
the institution has done to protect the cus-
tomers’ information from further unauthor-
ized access. In addition, it should include a 
telephone number that customers can call 
for further information and assistance.14 The 
notice also should remind customers of the 
need to remain vigilant over the next twelve 
to twenty-four months, and to promptly re-
port incidents of suspected identity theft to 
the institution. The notice should include 
the following additional items, when appro-
priate: 

a. A recommendation that the customer 
review account statements and immediately 
report any suspicious activity to the institu-
tion; 

b. A description of fraud alerts and an ex-
planation of how the customer may place a 
fraud alert in the customer’s consumer re-
ports to put the customer’s creditors on no-
tice that the customer may be a victim of 
fraud; 

c. A recommendation that the customer 
periodically obtain credit reports from each 
nationwide credit reporting agency and have 
information relating to fraudulent trans-
actions deleted; 

d. An explanation of how the customer 
may obtain a credit report free of charge; 
and 

e. Information about the availability of the 
FTC’s online guidance regarding steps a con-
sumer can take to protect against identity 
theft. The notice should encourage the cus-
tomer to report any incidents of identity 
theft to the FTC, and should provide the 
FTC’s Web site address and toll-free tele-
phone number that customers may use to ob-
tain the identity theft guidance and report 
suspected incidents of identity theft.15 

2. The Agencies encourage financial insti-
tutions to notify the nationwide consumer 
reporting agencies prior to sending notices 
to a large number of customers that include 
contact information for the reporting agen-
cies. 

C. Delivery of Customer Notice 

Customer notice should be delivered in any 
manner designed to ensure that a customer 
can reasonably be expected to receive it. For 
example, the institution may choose to con-
tact all customers affected by telephone or 
by mail, or by electronic mail for those cus-
tomers for whom it has a valid e-mail ad-
dress and who have agreed to receive com-
munications electronically. 

[66 FR 8640, Feb. 1, 2001, as amended at 70 FR 
15754, Mar. 29, 2005; 71 FR 5780, Feb. 3, 2006] 
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Subpart A—General Provisions 

Sec. 
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Subpart B [Reserved] 

Subpart C—Affiliate Marketing 

571.20 Coverage and definitions. 
571.21 Affiliate marketing opt-out and ex-

ceptions. 
571.22 Scope and duration of opt-out. 
571.23 Contents of opt-out notice; consoli-

dated and equivalent notices. 
571.24 Reasonable opportunity to opt out. 
571.25 Reasonable and simple methods of 

opting out. 
571.26 Delivery of opt-out notices. 
571.27 Renewal of opt-out. 
571.28 Effective date, compliance date, and 

prospective application. 

Subpart D—Medical information 

571.30 Obtaining or using medical informa-
tion in connection with a determination 
of eligibility for credit. 

571.31 Limits on redisclosure of informa-
tion. 

571.32 Sharing medical information with af-
filiates. 
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Subparts E–H [Reserved] 

Subpart I—Duties of Users of Consumer Re-
ports Regarding Address Discrep-
ancies and Records Disposal 

571.80–81 [Reserved] 
571.82 Duties of users regarding address dis-

crepancies. 
571.83 Disposal of consumer information. 

Subpart J to Part 571—Identity Theft Red 
Flags 

571.90 Duties regarding the detection, pre-
vention, and mitigation of identity theft. 

571.91 Duties of card issuers regarding 
changes of address. 

APPENDICES A–B TO PART 571 [RESERVED] 
APPENDIX C TO PART 571—MODEL FORMS FOR 

OPT-OUT NOTICES 
APPENDICES D–I TO PART 571 [RESERVED] 
APPENDIX J TO PART 571—INTERAGENCY 

GUIDELINES ON IDENTITY THEFT DETEC-
TION, PREVENTION, AND MITIGATION 

AUTHORITY: 12 U.S.C. 1462a, 1463, 1464, 1467a, 
1828, 1831p–1, and 1881–1884; 15 U.S.C. 1681b, 
1681c, 1681m, 1681s, 1681s–1, 1681t and 1681w; 15 
U.S.C. 6801 and 6805; Sec. 214 Pub. L. 108–159, 
117 Stat. 1952. 

SOURCE: 69 FR 77621, Dec. 28, 2004, unless 
otherwise noted. 

Subpart A—General Provisions 

§ 571.1 Purpose and scope. 

(a) Purpose. The purpose of this part 
is to establish standards regarding con-
sumer report information. In addition, 
the purpose of this part is to specify 
the extent to which you may obtain, 
use, or share certain information. This 
part also contains a number of meas-
ures you must take to combat con-
sumer fraud and related crimes, includ-
ing identity theft. 

(b) Scope. (1)–(2) [Reserved] 
(3) The scope of Subpart C of this 

part is stated in § 571.20(a) of this part. 
(4) The scope of Subpart D of this 

part is stated in §§ 571.30(a), 571.31(a), 
and 571.32(a) of this part. 

(5)–(8) [Reserved] 
(9)(i) The scope of § 571.82 of Subpart 

I of this part is stated in § 571.82(a) of 
this part. 

(ii) The scope of § 571.83 of Subpart I 
of this part is stated in § 571.83(a) of 
this part. 

(10)(i) The scope of § 571.90 of Subpart 
J of this part is stated in § 571.90(a) of 
this part. 

(ii) The scope of § 571.91 of Subpart J 
of this part is stated in § 571.91(a) of 
this part. 

[69 FR 77621, Dec. 28, 2004, as amended at 70 
FR 70689, Nov. 22, 2005; 72 FR 62972, Nov. 7, 
2007; 72 FR 63764, Nov. 9, 2007] 

§ 571.2 Examples. 

The examples in this part are not ex-
clusive. Compliance with an example, 
to the extent applicable, constitutes 
compliance with this part. Examples in 
a paragraph illustrate only the issue 
described in the paragraph and do not 
illustrate any other issue that may 
arise in this part. 

[70 FR 70689, Nov. 22, 2005] 

§ 571.3 Definitions. 

For purposes of this part, unless ex-
plicitly stated otherwise: 

(a) Act means the Fair Credit Report-
ing Act (15 U.S.C. 1681 et seq.). 

(b) Affiliate means any company that 
is related by common ownership or 
common corporate control with an-
other company. 

(c) [Reserved] 
(d) Company means any corporation, 

limited liability company, business 
trust, general or limited partnership, 
association, or similar organization. 

(e) Consumer means an individual. 
(f)–(h) [Reserved] 
(i) Common ownership or common cor-

porate control means a relationship be-
tween two companies under which: 

(1) One company has, with respect to 
the other company: 

(i) Ownership, control, or power to 
vote 25 percent or more of the out-
standing shares of any class of voting 
security of a company, directly or indi-
rectly, or acting through one or more 
other persons; 

(ii) Control in any manner over the 
election of a majority of the directors, 
trustees, or general partners (or indi-
viduals exercising similar functions) of 
a company; or 

(iii) The power to exercise, directly 
or indirectly, a controlling influence 
over the management or policies of a 
company, as the OTS determines; or 
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